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B Routing subject to ARP cache poisoning
1 mr  View hardware and connection properties
Naj Name: Ethernet 2
Description: Realtek USB GbE Family Controller
Physical address (MAC): 00:05:1b:30:b9:cb
< Status: Operational
[ Maximum transmission unit: 1500 LAN Hub/ LAN
Link speed (Receive/Transmit): 1000/1000 (Mbps) 3 H
DHCP enabled: Yes User Swltch Gateway
< DHCP servers: 142.254.165.101
1 DHCP lease obtained: Monday, May 8, 2023 7:32:53 AM
2 DHCP lease expires: Tuescay, May 9, 2023 7:08:27 AM
d IPv4 address: 69.202.125.208/21
g IPv6 address:
q Default gateway: 69.203.120.1
ZE DNS servers: 209.18.47.61, 209.18.47.62
od DNS domain name: nyc.rr.com
| DNS connection suffix: nyc.rr.com M | \
d DNS search suffix list: allClous |
Network name: Network 2 User /
Network category: Public
Connectivity (IPv4/IPvE): Connected to Internet / Connected to

unknown network

Assuccessful ARP spoofing attack allows an attacker an-in-the-middle attack.
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CONNECTED TO AN UNKNOWN NETWORK UNKNOWN NETWORK = MAN IN THE MIDDLE
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Protocol Percent Packets Packets Percent Bytes Bytes Bits/s End Packets Enc Productivity
v Frame 1000 389208 100.0 156017589 911k 0 0
v Ethernet 1000 389208 35 5448912 31k 0 0 e
~ Internet Protocal Version 6 0.0 g 00 360 2 a 0 ﬁ
v User Datagram Protocol 0.0 1 0.0 8 0 [ 0 v @ Windows Update
DHCPv6 00 1 00 46 0 1 46
Internet Control Message Protocol vé 0.0 8 00 1032 6 8 103 Restart required
¥ Internet Protocel Version 4 446 173688 22 3473856 20k 0 0 e w v/ You scheduled your device to restart at 11:53 PM on 5/17/2023.
User Datagram Protocol 35 13569 0.1 108552 634 0 0
v Transmission Control Protocal 1.1 160069 807 125848986 735k 83646 643 Microsoft Edge ~ Photos Microsoft To... The next Wm(do-.-,s feature update is ready and includes reliability, performance, and security
improvements
Transport Layer Security 19.5 75965 753 117469501 686k 74312 102 Explore PR
Sinec H1 Protocol 0.0 i i ri i = e 3 Feature update to Windows 10, version 22H2
Malformed Packet 0.1 S o D :‘ay music ar” Status: Pending download
ome of on the
v Hypertext Transfer Protocol 01 : 45 ﬁ go. Windows Malicious Software Removal Tool x64 - v5.113 (KBBI0830)
Online Certificate Status Protocol 01 @ Wi meWS U pd ate 46 | Status: Pending dovinload
based 4 00 9 Microsoft Store ~ Spotify @
Line-based text data ! . 2023-04 Update for Windows 10 Version 20H2 for x64-based Systems (KBA023057)
eXtensible Markup Language 00 Restart required 08 A Matt 2 ool
Data 03 Your device will restart outside of active hours. 07 pant
Ints ‘G " t Protocol 00 32 DTS - Extension - 1.10.28.0
nternet Group Management Protecol ! - Pendi
P 9 Your device is missing important security and quality fixes. M Documents . Status: Pending restart
Internet Centrol Message Pretocol 00 3¢ s Movies &V
Address Resolution Protocol 554 DTS - Extension - 1.10.26.0 Ell i 2505
Status: Pending restart () Update and shut down
< Restartnow  Schedule the restart = Q) Update and restart Visw optional upctates
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CONNECTIONS CAN GET BLOCKED OR REDIRECTED MALWARE caN BE DOWNLOADED AS WINDOWS UPDATES




